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Abstract

These Application Notes describe the configuration steps required for InGenius Connector
Enterprise to interoperate with Avaya IP Office using Microsoft Dynamics 365. InGenius
Connector Enterprise is a CRM-VolIP integration tool that sits between the customer’s phone
system and a CRM application.

In the compliance testing, InGenius Connector Enterprise used the TAPI interface from Avaya
IP Office to monitor contact center agents on Avaya IP Office to provide screen pop, call
control, and click-to-dial features from the agent desktops connected to Microsoft Dynamics
365.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as any observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the DevConnect
Program at the Avaya Solution and Interoperability Test Lab.
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1. Introduction

These Application Notes describe the configuration steps required for InGenius Connector
Enterprise (ICE) to interoperate with Avaya IP Office using Microsoft Dynamics 365 (Microsoft
Dynamics). ICE is a CRM-VolIP integration tool that sits between the customer’s phone system
and a CRM application.

In the compliance testing, ICE used the TAPI 2 interface in third party mode from IP Office to
monitor contact center agents on IP Office to provide screen pop, call control, and click-to-dial
features from the agent desktops connected to Microsoft Dynamics.

Each agent desktop had a web browser connection to the ICE server and to the InGenius Solution
Plugin that was running on the Microsoft Dynamics cloud.

2. General Test Approach and Test Results

The feature test cases were performed manually. Incoming group calls were placed with
available agents that have web browser connections to Microsoft Dynamics. All necessary call
actions were initiated from the agent desktops and/or telephones. The click-to-dial calls were
initiated by clicking on the contact phone number displayed on the agent desktops.

The serviceability test cases were performed manually by disconnecting/reconnecting the
Ethernet connection to ICE.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent
to the interoperability of the tested products and their functionalities. DevConnect Compliance
Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
completeness of a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is
the responsibility of each individual vendor. Readers should consult the appropriate vendor-
supplied product documentation for more information regarding those products.

For the testing associated with these Application Notes, the interface between IP Office and ICE
did not include use of any specific encryption features as requested by InGenius.
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2.1. Interoperability Compliance Testing

The compliance testing included feature and serviceability areas. The feature testing focused on
verifying the following on ICE:

e Use of TAPI events and functions to monitor agent users, and support of agent states and
call control via agent desktops. Agents are reflected as Ready when do not disturb is
disabled, and Not Ready when do not disturb is enabled.

e Proper handling of call scenarios involving inbound, outbound, internal, external, group,
non-group, screen pop, drop, hold/resume, multiple calls, multiple agents, conference,
transfer, long duration, send DTMF, hot desking, park/unpark, supervisor monitor, and
click-to-dial from contact phone number.

The serviceability testing focused on verifying the ability of ICE to recover from adverse
conditions, such as disconnecting and reconnecting the Ethernet connection to ICE.

2.2. Test Results
All test cases were executed, and the following were observations on ICE:

e By design, the agent desktop does not support display of DNIS information, and calls are
reflected as “Talking” upon ringing at the agent.

e By design, “this call was transferred by x” information is displayed on the transferred-to
agent desktop for attended transfer scenarios, and on the conference-to agent desktop for
blind conference scenarios.

e By design, the conference-to agent desktop does not get updates to reflect other parties
dropping from the conference.

e The last party in the conference is required to perform an explicit drop. In the case of the
conference-from agent being the last party, the explicit drop needs to be performed from the
telephone since the call would have been cleared on the desktop.

e In general, mixed use of agent desktop and telephone to perform call control actions are
supported. For the transfer and conference features, however, all actions need to start and
complete from the same source.

2.3. Support
Technical support on ICE can be obtained through the following:

e Phone: (613) 591-9002
e Email: icesupport@ingenius.com
e Web : http://ingenius.com/resources/support/
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3. Reference Configuration
The configuration used for the compliance testing is shown in Figure 1.

The contact center devices used in the compliance testing are shown in the table below.

Device Type Device Number/Extension
Extensions 20031, 20035, 20051
Agent Users 20031, 20032
Supervisor User 20035

: .
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Contact Centé?é]pervisor - '
with Avaya 9641G (H.323) -

IP Deskphone |.

\Q

A > Contact Center Agents with
l 7 Avaya 1608-1 & 9611G

——192.153.200.134— IP Deskphones (H.323)

Avaya |P Office
on IP500V2 I
20

6

InGenius
Connector Enterprise

Figure 1: Compliance Testing Configuration
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4. Equipment and Software Validated
The following equipment and software were used for the sample configuration provided:

Equipment/Software Release/Version

Avaya IP Office on IP500V2 10.1.0.0.0
Avaya 1608-1 IP Deskphone (H.323) 1.3808
Avaya 9611G & 9641G IP Deskphones (H.323) 6.6506
InGenius Connector Enterprise on 6.0.0.23397
Windows 2012 R2 Standard

e Avaya IP Office TAPI2 Driver (tspi2w_64) 1.0.0.44
InGenius Solution Plugin on 6.0.0
Microsoft Dynamics 365 1612 (8.2.2.160)

Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office IP500 V2 only.
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5. Configure Avaya IP Office

This section provides the procedures for configuring IP Office. The procedures include the
following areas:

e Verify license
e Administer security settings

5.1. Verify License

From a PC running the IP Office Manager application, select Start - All Programs -2 IP
Office = Manager to launch the application. Select the proper IP Office system, and log in
with the appropriate credentials.

The Avaya IP Office Manager screen is displayed. From the configuration tree in the left pane,
select License to display the licenses in the right pane. Verify that the license status for CTI
Link Pro is “Valid”, as shown below.

T Avaya IP Office Manager IPO1-IP500V2 [10.1.0.0.0 build 237] - O X
File Edit View Tools Help
A@Eak v - 2%
IPO1-IP500V2 v License b -
IP Offices | o B | X | v
¥ IPO1-1P500V2 A | License Remote Server
=P System (1
- Feature Instances Status Expiration Date Source G
3rd Party IP Endpoints 384 Valid Never PLDS Nodal
s Contrt?l Unit (4) Additional Voicemail Pro Ports 152 Valid Never PLDS Nodal
: Exsteern(s?:%n (@9) Avaya Contact Center Select 1 Valid Never PLDS Nodal
w58 Group (2) Avaya IP endpoints 384 Valid Never PLDS Nodal
(- @% Short Code (74) Avaya Mac Softphone 100 Valid Never PLDS Nodal
""" @ Senvice (0) Avaya Softphone Licence 100 Valid Never PLDS Nodal
o RAS (1) Basic Edition Upgrade 1 Valid Never PLDS Nodal
1 e Incoming Calt Routis() Basic User Obsolete Never PLDS Nodal
»»»»» £8 WAN Port (0)
..... e Directory (0) —m—
£ Time Profile (0) Devlmk3 External Recorder Valid Never PLDS Nodal
w-@ Firewall Profile (1) Essential Edition 1 Valid Never PLDS Nodal
=Wl IP Route (2) Essential Edition Additional Voice.. 4 Valid Never PLDS Nodal
s ﬁi‘e‘r’::’(;)‘)’de @ IP500 Universal PRI (Additional cha... 100 Valid Never PLDS Nodal
gkl Tunnel (0) IP500 Voice Networking Channels 32 Valid Never PLDS Nodal
=-§3 User Rights (8) IPSec Tunnelling 1 Valid Never PLDS Nodal
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5.2. Administer Security Settings

From the configuration tree in the left pane, select File > Advanced - Security Settings from
the top menu.

The Avaya IP Office Manager — Security Administration screen is displayed. Select Security
-> System to display the System screen in the right pane. Select the Unsecured Interfaces tab,
and check TAPI1/DevLink3 as shown below.

Lol Avaya |P Office Manager - Security Administration - IPO1-1P500V2 [10.1.0.0.0 build 237] - O X
File Edit View Help

Security Settings System: IPO1-IP500V2 cf -

=) Securty System Details Unsecured Interfaces  Certfficates

------ € General

System Password l """""""""" ] Change %

+]

[#--*%59 System (1)

&3 Services (7) Voicemail Password l """""""""" ] Change
i@ Rights Groups (16)

-y Service Users (9) Monitor Password l """""""""" ] Change | [] Use Service User Credentials

[+
63}

Application Controls

TFTP Server M1\ Program Code [ 1 TAPI/Devlink3 M
TFTP Directory Read A DevLink (| HTTP Directory Read A
TFTP Voicemail O HTTP Directory Wiite [] 1

Application Support

Application Active Limitations
Legacy Voicemail x |

Voicemal 2o

Upgrade wizard

TAPI

one-X Portal Client

IP Office Directory Services
Deviik

IP DECT

Network Viewer

> ARNE IRNRNANRNE
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6. Configure InGenius Connector Enterprise

This section provides the procedures for configuring ICE. The procedures include the following
areas:

e Administer TAPI driver

e Launch configuration tool

e Verify license

e Administer dialing and number formatting
e Start service

This section assumes the InGenius Security Role has been created, along with installed license
and certificate. Refer to reference [2] for more details.

6.1. Administer TAPI Driver

From the ICE server, select Start = Control Panel = Phone and Modem, to display the
Location Information screen. Enter the appropriate area code as shown below.

Location Information -

Before you can make any phone or modem connections, Windows needs
the following information about your current location.

What country/region are you in now?

[United States ~]

What area code (or city code) are you in now?
732

If you need to specify a carrier code, what is it?

|

If you dial a number to access an outside line, what is it?

I

The phone system at this location uses:

(¢ Tonedialing ¢ Pulse dialing

OK I Cancel
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The Phone and Modem screen is displayed next. Select the Advanced tab, followed by Avaya
IP Office TAPI2 Service Provider, as shown below. Click Configure (not shown).

| Dialing Rules | Modems | Advanced

Q The following telephony providers are installed on this computer:

Providers:
Avaya IP Office TAPI2 Service Provider
Microsoft HID Phone TSP

TAPI Kemel-Mode Service Provider
Unimodem 5 Service Provider

The Avaya TAPI2 configuration screen is displayed. For Switch IP Address, enter the IP
address of IP Office. Select the radio button for Third Party, and enter the IP Office system
password into the Switch Password field.

Switch IP Address |192.168.200.134
Cancel |
" Single User

Lser Name |EICC21441

User Password

& Third Party

—

Switch Password

[ Ex Directony Users
[ waV Users
[ ACD Queues

Advanced settings

Ping Timeout (5 to 420 seconds) |5
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6.2. Launch Configuration Tool

From the ICE server system tray, select the Windows icon (not shown) and enter “configuration”
anywhere on the desktop to locate the InGenius Server Configuration application. Click on
the pertinent entry from the result to launch the application.

Search

Everywhere v

configuration n

H InGenius Server Configuration

System Co

The InGenius Telephony Integration Server Configuration Tool screen is displayed.

o InGenius Telephony Integration Server Configuration Tool [Release: 6.0.0.23397] |Ll£-
J‘censﬁ Configuration \5?&(@ A
General ‘ Dialing and Number Formatting ] Telephony l Integrations |
Summary Server
Dialing and Numbers HTTPS Service Configuration
Standard
This Server: HTTPS : // |avayatest.ingenius.com I = [443 ] /
Telephony scheme host name port
PBX / Switch
AvayalPOffice SSL/TLS Certificate bound to InGenius Server Port (:2% &
St Issued To Issued By Expiration Date  Friendly Name Ports Location
< Nene > *ingenius.com GeoTrust SSLCA-G3  2019-08-31 InGenius 443 Local Machine Pé
GeoTrust Global CA GeoTrust Global CA 2022-05-20 GeoTrust Global CA Cumrent User Third
GeoTrust SSLCA-G3 GeoTrust Global CA 2022-05-20 <None> Local Machine Pe
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6.3. Verify License

Select Configuration = Telephony from the top menu. Under PBX / Switch in the left pane,
verify that Avayal POffice is displayed and checked, which is controlled by license.

Licensing | Configuration | Status [~

| General | Dialing and Number Formatting | Telephony | integrations |

PBX / Switch PeruiE e
% AvayalPOffice SIP extensions:

Select Configuration = Integrations from the top menu. Under Integrations in the left pane,
verify that Microsoft is displayed and checked, which is also controlled by license.

ki nGenius Telephony Integration Server Configuration Tool [Release: 6.0.0.23397] =l

[ Licensing | Corfiguration | Status |~

| General | Dialing and Number Formatting | Telephony | Integrations
Integrations Microsoft

% Microsoft
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6.4. Administer Dialing and Number Formatting

Select Configuration = Dialing and Number Formatting from the top menu, followed by the
Zones tab in the right pane. Select the default entry, and click the Edit translation icon shown
below.

sing | Configuration | Status

General | Dialing and Number Fomatting | Telephony | Integrations |

Transformer Standard
e R
Name (Checked = default) Country Area ... Inter.. Description

&%) Primary Zone Canada Primary Zone of telephony server

The Zone Configuration screen is displayed next. For Country, Area Code, and Internal
numbers are, select and enter values to match the network configuration. Retain the default
values in the remaining fields.

Select the default entry in the Trunks sub-section, and click on the Edit Trunk icon shown
below.

Name: |PrimaryZone I Translations: E‘

Description: |Primary Zone of telephony server. Name Description
[] Feature ... Numbers starting with * or # are....

[] Cisco !S... Passes Cisco bookmarks directl...

Country:
| United States (+1) v]
AreaCode: [732 |  Local Exchange: [ |

Intemal numbers are 5 E, digits or fewer.

Trunks: E

Name (Checked =default) N.. Country A
2] Primary Trunik 9 Canada
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The Trunk screen is displayed. Follow reference [2] to update trunk parameter values to match
the network configuration. The values used in the compliance testing are shown below.

Name: IPrimary Trunk I ‘ Tranglations to dialable: E] [zl

Description: |Primary trunk of telephony server. Name Description
[] Argentina ... Intemational call from North A...
D I:] Mexican ... Intemational calls to Mexican ...

Prefix:
Country:
United States (+1) v|

Area Code: Local Exchange: l:l

Allowed calls

[] Local [¥] Dial area code for local calls
[¥] Long Distance
[v] Intemational

Long distance camier code: |

Intemational camier code: |
Test dialing
Enter number to dial: |
Expanded to: |
Dialable: |
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6.5. Start Service
Select Status from the top menu to display the screen below, and click Start Service.

Licensing ICorﬁgua»on Status

o

The service must be restarted after configuration changes have been made for the latest configuration to take effect.

The service is configured to restart on reboot until stopped here.

Log files are located here: | C:\ProgramData\InGenius\ICE\LOGS

I [£]

The Runtime Admin URL is: I https://avayatest ingenius.com/admin

| ]

Stopped

Start Service

Stop Service

The screen is updated, as shown below.

Licensing | Configuration | Status

The service must be restarted after configuration changes have been made for the latest configuration to take effect.

The service is configured to restart on reboot until stopped here.

Log files are located here: I C:\ProgramData\InGenius\ICE\LOGS

| ]

The Runtime Admin URLs: [ https:// ingenius com/admin | B
Running Uptime: ~ 0.00:00:36 |
Start Service Stop Service
2018-21-09 ©8:19:10.420 [I] (2022000202000008) {@@8S} : <No Name> : Starting ...
2912-21-089 ©3:19:10.420 [I] (Pee0200020002824) {8285} : <No Name> : Starting Data Manager
2918-21-09 ©3:19:10.420 [I] (P222000220000000) {8886} : <NOo Name> : Starting operations Processor.
2912-21-29 28:19:10.432 [I] (eeeceeleeepoees4) {eees}) : <No Name> : Data Manager Started. =
2018-21-89 ©8:19:10.432 [I] (eoeceoec22000083) {8085} : <No Name> : Starting License Manager ...
2018-21-9 ©3:19:10.432 [I] (P222200220000283) {2885} : <No Name> : License Manager started.
2018-21-09 ©8:19:10.478 [I] (20e0ec0200000000) {8085} : <No Name> : Number Transformer {174a9506-fe22-43be-3498-5b725034e64
2018-01-09 ©8:19:10.603 [I] (20ceee0000202008) {8885} : <No Name> : Telephony Provider {ae734362-b43d-4826-8ab6-fag5c2bb31y
2918-21-29 ©8:19:10.635 [I] (Seeecoooeeeoeeedl) {ee12} : AvayaIPOffice : >eeeeeeel< onPluginInitialize onPluginInitialize
2918-21-89 ©3:19:16.416 [I] (Seeo20e220002000) {8912} : AvayaIPOffice : >22e00281< OnPluginInitialize OnPluginintialize succeed
2918-21-29 ©8:19:16.416 [I] (P222000220000000) {8885} : <NO Name> : Starting Server Push Provider ...
29128-21-29 ©8:19:16.432 [I] (eeeoeel222200220) {eee5S} : <No Name> : Server Push Provider started.
2018-01-09 ©8:19:16.557 [I] (eeeeesoeeeseeeed) {eees} : <No Name> : Client Handler {dbdfaebd-ea®2-46e3-bcce-36b702c469¢C3}
2018-01-09 ©8:19:17.400 [I] (20e00c0200000002) {8085} : <No Name> : Client Handler {dbdfaebd-ea®2-46e3-bccé-36b702¢469C3}
2018-81-09 ©8:19:17.494 [I] (20e0020200000000) {8085} : <No Name> : Running.
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7. Verification Steps

This section provides the tests that can be performed to verify proper configuration of IP Office
and ICE.

From an agent PC, launch an Internet browser window and enter the URL provided by the end
customer for Microsoft Dynamics. Log in with the relevant user credentials provided by
InGenius.

Microsoft Dynamics 365

BS Microsoft

Sign in

Email or phone

Back

Can't access your account?

©2018 Microsoft  Terms of use  Privacy & cookies

The screen below is displayed next. In the right pane, enter a relevant agent user number from
Section 3, and click Connect.

Dynamics 365 + Sales v | Dashboards > P B + ¥

' EPSAVEAS B NEW | v  mSETASDEFAULT & REFRESH ALL § InGenius bl
Connect
Sales Activity Social Dashboard ~ xtension
what's new a
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Verify that the right pane is updated, showing the agent in the Ready state.

Dynamics 365 + Sales v | Dashboards > P v 4+ v

L' E»SAVEAS E%NEW | v MSETASDEFAULT & REFRESH ALL £ InGenius O &t @ e
® Ready
Sales Activity Social Dashboard ~
it Name or number J
what's new a '
C - 2InGenius

Make an incoming group call. Verify that the right pane is updated to reflect Inbound Call,
along with the PSTN caller number. Also verify that the left pane is populated with the matching
contact record associated with the PSTN caller number. Click Answer in the right pane.

Dynamics 365 + Sales v | Contacts > DevConnectAvaya >

A = A .
L 4+ new  [Q DEACTIvATE &3 CONNECT | ~  [FMADD TO MARKETING LIST S8 ASSIGN & EMAILALINK | ¢ InGenius c & @ ¢

® Talking

CONTACT

DevConnect Avaya = ¥ Newocunier o

3 Inbound Call

4« Summar e ] 7 :3 03
y

CONTACT INFORMATION POSTS ACTIVITIES NOTES Call Actions
New.. v

Full Name™ DevConnect Avaya
oy e Test Engi Related Records
Job Title est Engineer All posts  Auto posts User posts S
AcconnENae - o | B8 DevConnect A...
Ema -
Business Phone +1(908) 953-2103 £InGenius
Mobile Phone
Fax
Preferred Method of ( Any
Address 305 Mount Kemble Av

Morristown, NJ 07960
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Verify that the agent is connected to the PSTN caller with two-way talk path, and that the right
pane is updated to reflect Connected, as shown below.

Dynamics 365 ~ Sales v | Contacts > DevConnectAvaya >

¢ 4+ NEw [ DEACTIVATE &3 CONNECT |~ [MADDTO MARKETINGLIST SBASSIGN @ EMAILALINK | InGenius c & @ ¢
NTACT ® Talking
CONTAC
DevConnect Avaya = B Name or umber )
3 Connected 01:01:01
Tbe +1(908) 953-2103
4Summar , =
y ooDE O

CONTACT INFORMATION

Full Name™
Job Title
Account Name
Ema

Business Phone

DevConnect Avaya

Test Engineer

-+ +1(908) 953-2103

POSTS ACTIVITIES

All posts  Auto posts

Call Actions

New... v

Call Log

5 DevConnect A...

ject |Call 1/16/2018 10:35 AM
Number: +1 (908) 953-2103

Mobile Phone

Fax
Preferred Method of ¢ Any
Address 305 Mount Kemble Av
Morri: , NJ 07960 .
Sl $InGenius
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8. Conclusion

These Application Notes describe the configuration steps required for InGenius Connector
Enterprise to successfully interoperate with Avaya IP Office using Microsoft Dynamics 365.
All feature and serviceability test cases were completed with observations noted in Section 2.2.

9. Additional References
This section references the product documentation relevant to these Application Notes.

1. Administering Avaya IP Office™ Platform with Manager, Release 10.1, June 2017,
available at http://support.avaya.com.

2. Microsoft Dynamics Avaya IP Office Administrator Guide, Version 6.0, available upon
request to InGenius Support.

3. Microsoft Dynamics Avaya IP Office User’s Guide, Version 6.0, available upon request to
InGenius Support.
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Avaya and the Avaya Logo are trademarks of Avaya Inc. All trademarks identified by ® and ™
are registered trademarks or trademarks, respectively, of Avaya Inc. All other trademarks are the
property of their respective owners. The information provided in these Application Notes is
subject to change without notice. The configurations, technical data, and recommendations
provided in these Application Notes are believed to be accurate and dependable, but are
presented without express or implied warranty. Users are responsible for their application of any
products specified in these Application Notes.

Please e-mail any questions or comments pertaining to these Application Notes along with the
full title name and filename, located in the lower right corner, directly to the Avaya DevConnect
Program at devconnect@avaya.com.
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